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Key lopICs

ECM Defined Create Next Steps




FCM democratized

Create

Protect :%

Manage compliance and
reduce risk with lifecycle
management, information
architecture, auditing, rights
management, and eDiscovery

Create, share, classify, and
discover the documents you
need to get work done

User driven IT driven
- Partner integrations >




FCM defineo

holistic approach to managing the entire lifecycle

first mile
content velocity

people-centric

Policy and security:



FCM Market Stats
US$6.7B

$9.3B by 2020 (IDC)

In the US alone, $748 billion is lost in
productivity as users search for
documents that were already created,
nearly $680 billion recreating

documents they can't find and reuse US$9B

(Nucleus Research 2016) (Forrester)




OneDrive and SharePoint Capacity

e [tems in a library

in a site collection (new)

«Max file size

*File previews (pdf, video, emalil, Adobe)

e Extended file characters




Create




Create, share, discover

Office integration on Content types
Windows, Mac, and mobile « Template and metadata, per-site

« Save, share, real-time or tenant-wide
coauthoring

» Properties, recent, version
history, check out/in

News, pages, lists

.Slmple link sharing, Office Lens Discovery powered by
internal and external Delve




SharePoint Information Architecture (http://intranet)

Content database
Web application
.
Site U
Collection

| / =1 \ /Presentation — Date | Client | Product \
/sales = " Client Correspondence — Date | Client
= " Policy — Date | Topic | Owner
= " Forms — Subject | Effective Date
=i " Contract — Counterparty | Effective Date
= " Policy — Date | Topic | Owner
=1 ~ Presentation — Date | Client | Product
= " Policy — Date | Topic | Owner

\_ Libraries - \ Content Types — Metadata /




Content types?

e INnfOormati
classifica

On

flon across

multiple sites or site
collections

e Shared set of
properties

- Document template

» |Information
« Metadata

lifecycle

Site Content Types

Site Content Type Information

Name: ContosoDoc

Description:

Parent: Documen t

Group: Custom Content Types
Settings

B Name, description, and group

8 Advanced settings

8 Workflow settings

B Delete this site content type

8 Document Information Panel settings

@ Infor on management policy settings
@ Manage publishing for this content type
Columns

Type
Name File
Title Single line of text
Product Managed Metadata

B Add from existing site columns
8 Add from new site column
8 Column order

Site Content Type

OOOOOOO



Content Type Hubs

« Master cloud site collection

Lo house COﬂteﬂt typeS l Managed Metadata Service I
» Publish and synchronize

across multiple site
collections

:

Primary Site Collection

Other Site Collection

Local Content Types Subscribed Content Types

Content Type Hub

Q



Coordinate



Coordinate and structure

Organizing libraries

and lists PowerApps for custom

e User-lead: custom Columns, moblle experlence
views, filtering, pinning

e |T-lead: shared taxonomy

Flow and LogicApps
for workflow and
Process

Group conversation
and calendar




SharePoint Managed Metadata

Centralized enterprise repository tor tag hierarchies

Mame * | 20120712 Meeting Notes |.doox

Title ‘

Enterprise Leywwords

Suggestions
ShareProont [Kepwornds]
Sharc®oint BU [Department]

Mone of the above.

Created at /22012 3]

Last modihed at 8202
Create new




Hyborid taxonomy (FP1)

Central cloud-based term store

 Implement timer service job in Feature Pack 1to synchronize on
premises term sets from cloud

Content types remain separated

Hybrid SharePoint Taxonomy (Preview)

This wizard simplifies the configuration of Shar ybrid environments by making the required changes in both SharePoint On-Premises and SharePoint Online.

Note, a small application will need in order to run the required tasks on your On-Premises environments.

Click here to learn about HybricHSSEEe | 2x0Nnom y scenar 0

Cancel



Modern document
loraries



Navigation and Information

« Modern, thumbnail- T e
Ceﬂtrlc ‘lbrary \/|eW Documents

g W

Product launch brief.d... Q2 Marketing Analysis....

Contoso Q2 Marketing...

Wy ——— - - R S i S — Sl S ——
. ;-;" o ~ p_:“- -~ . 'v M " u ‘v -~
. P - - .O. A e ..
Wl w w BT v H
Contoso Annual Marke...  Contoso Q1 Marketing... Contoso Q3 Marketing..

International Marketin...

New Supplier.docx

= All Documents v ()

e Arrange

Office Vision Roadma...




Navigation and Information

Modern, thumbnail- —
Centrlc ‘lbrary \/le\/\/ Documents

CONTOSO ELECTROMICS

ANMUAL MARKETIMNG CAMPAIGN REFORT

°
R s e
. WA - <1
’ .- ' " ~ - ' - \ - ' 3 “ o ' “ |'|_ e 1 pre— ..h. .,:.I r.l::'.l :‘:.|.h
. . -4 —— P
° ° .- 0w ” oA 1, 1Y | = . -
- rw e 2w I T . g Dt
. . . . . - . . : - 2 = -.-. ; - - ‘ d e L .
| ||I£i |I (’ill : ! : ) : e e
(or tﬁs: Annual Marke...  Contoso Q1 Marketing...  Contoso Q2 Marketing...  Contoso Q3 Marketing.. Internati — B Pl yin
ARG " odt by Ma s I i i i
) o . R e S
'.-_‘1‘- ;:;, T -

' '. - A Properties Zkell

A

Product launch briefd... Q2 Marketing Analysis.... Mame *

Contoso Annual Marketing Campaign
Report.docx

Title

Contoso Marketing Campaign Report

A Sharing Email everyone

Add People




Navigation and Information

Modern, thumbnail-
centric library view

* Inline, contextual
information panel

Simple move/copy
gestures

@ Newwv 2Ruploadv & Sync B Aetme

O

SharePoint Ignite Decks is shared with 2 groups
and 19 people

Copy items to:

Cont

s
)
n"

v & SharePoint Ignite Decks

> ml ABC
> BB LUnks List
Prod
> ml New Folder Name
> BB Jane folder
> BB ATE Sessions
> @l Pre Conference Sessions
> BB Test DocSet

X

23 Marketing...

Internatio

1Selected ¥  (G)

CONTOSO ELECTROMICS

ANMUAL MARKETIMNG CAMPAIGN REFORT

2 TEIT AfLf
~ Properties
Mame *

s e e i

Edit all

Contoso Annual Marketing Campaign

Report.docx

Title

Contoso Marketing Campaign Report

~ Sharing

@ Add People

Email everyone




Uploads and Metadata

» Upload or drag & drop D New v 'L Upload v & Sync
existing files and folders

SharePg

Folder
—



Uploads and Metadata

» Upload or drag & drop S T v v i © Sync
existing files and folders - o

® Create nev\/ dOCU ments ﬂg Word document
ﬂg Excel workbook

B3 PowerPoint presentation

B3 OneNote notebook

P Link




Uploads and Metadata

S Up‘oad or drag & dI”Op ___ Ehaaad Create link to
existing files and folders - Folder - =

Recent

B3 Word document

e Create new documents...

m— BUILD Script for PowerApps...
M§ edited by Chris McNulty

ﬂg Excel workbook

e ...0r link to existing ones -

E‘U‘ BuildCFM2016

edited by Chris McMulty

PowerPoint presentation

=— General
M§ edited by Chris McNulty

B3 OneNote notebook

=— Customers - EBC
M§ edited by Chris McNulty

edited by Chris McNulty

@ L'nk M—E MNext Gen Libraries

E‘F Next Gen Libraries

edited by Chris McNulty

=— ODB Overview Demo
M§ edited by Chris McNulty

— Future of Intranet Paper
—| edited by Chris McNulty

== ODB Overview Demo
—| edited by Chris McNulty

==L, VENDOR SURVEY ECM MQ 2...
E:: edited by Chris McMulty



Uploads and Metadata

» Upload or drag & drop
existing files and folders PowerPoint Online

e Create new documents...

» _..0r link to existing ones

» Edit metadata directly in |
| ﬂfo rm atl O q pa ﬂ e‘ Intelhigent. Ready-To-Go Next Gen Portals in Office 365.pptx

Title

Topic

Usage & Adoption



Flow for document management

« Connect to/from document libraries

FFFFFFFFFF

« Route, alert, set actions based on
process automation logic

» TIP: use extended properties to FE
enable moving document
attachments from email




Protect




Protect summary

Platform security

 Physical and network security,
customer lockbox, bring your
own key

Awareness and insight

 Auditing, reporting, alerting

Keeping content secure

« Conditional access, Azure
Active Directory and InTune,
external sharing controls

« DLP and rights management

Information governance

 Retention
 eDiscovery

¢ |[LM
« Records Management




Core tenets

8o o >

PLATFORM
SECURITY

Layered encryption
and putting the
customer in control
of access and key
management

SECURE ACCESS
AND SHARING

Manage access and
sharing settings to
ensure sensitive
data doesn't leak

AWARENESS
AND INSIGHTS

Track account and
file activity with full
transparency with
reports and alerts

INFORMATION
GOVERNANCE

Govern your data
retention, discovery,
and deletion policies

COMPLIANCE
AND TRUST

Continuous
compliance, privacy,
and transparency



Fnterprise Records Management

SharePoint ~
Declare a record
1\ I__é Check Out =] - | 1 a Version History P ) T I_E'l EE'I Send To - ( . .
,‘ = |/ \I = ,_T ™ . ‘) xg ‘\.l'_”?' !
d eck In - 4 ' Share i
e in a team site
New Upload New Edit View Edit Declare . .
Document = Document Folder Document Discard Check Out ~ Properties Properties Record Delete Document Me « Trends Copy Go To Source k /
New Open & Check Out Manage Share & Track Copies
Home (# new document or drag files here
Documents All Documents  ++= Find a file jo Home BI Products Marketing InfoCatalog Library ProjectX Forum DocCenter # EDIT LINKS
ecent D Edit Policy: Folder Based R ion Schedul
v [ Name Modified It PO ICY. rOlder base etention >chedule
Music
M d4p tati @ Content_modifications_2013-04-29T7232254 wss July 27, 2013
anagedrresentations B Location to configure Folder Based Retention Schedule /
DI’Op Off Library nﬂ Q1 Marketlng Metrics e JUIy 27,2013 40n ManagedPresentations Specify a retention schedule for items in this Description v u t I — Sta e
. . Marketin folder. By default, all subfolders in this folder will
Articles v Sample Doc 2013 ==+ January 29, 2013 - g inherit the folder's schedule. However,

(] (] (]
. ) Lg Other subfolders can override the folder and define a d I S O S I t I O n
Site Contents @= Sample «++ 6 minutes ago

unique schedule.

. [ ) [ ]
) HJ SampIeOWA - January 29, 2013 A File Plan Report rolls up the retention . . . ‘ , | I C I e S
# EDIT LINKS schedules for a library and all its folders into one O Inherit retention schedu /
document. Generate a File Plan Report for this O Do not expire items

library... (® Define retention stages:

Non-Records

Specify how to manage retention o ms that have not been declared records:

Event Action Recurrence

Created + 5 years Move to Recycle Bin No

Add a retention stage...

s Note: You can specify a different policy that applies once an item has been
“* declared a record.

|l ocation-based

Specify how to manage retention on records:

(® Use the same retention policy as non-records

[ ] [ ]
p O | I C I e S O Define different retention stages for records:




Information Lifecycle Management

n e d el Stage properties -- Webpage Dialog @

I "j Specify the event that activates this stage and an action that should occur once the
L \J| stageis activated.

e Default behavior is def
for Content Types (MMS

[ [ ]
o Red ef‘ n e O\/e If'r“ d e at (® This stage is based off a date property on the item
Time Period: |Created - Iyears
Set by a custom retention formula installed on this server:

ibrary/tolder level

When this stage is triggered, perform the following action:

Delete previous drafts

» Rich array of TuNctions and || weemsccmmmersoissounm

Recurrence

C u StO ‘ I | WO r kf‘ OW This stage will execute once according to the event defined above. Use recurrence to force
the stage to repeat its action.

[ ] Repeat this stage's action until the next stage is activated

After the stage is first triggered, the stage's action will recur forever until the next
stage is triggered.

Event

Recurrence period: years W

OK | Cancel




Content retention

22 Office 365 Security & Compliance K B

Search for users or alerts

Home > Tags library
(M Home
@ Alerts
[j Name Created by Retention period Modified date
< (lassifications
Dashboard ] Intermediate TEST_TEST_SPOProvHe... 5 years Sep 15, 2016
EI Data loss prevention | Long-term TEST_TEST_SPOProvHe... 20 years Sep 15, 2016
] Temporary TEST_TEST_SPOProvHe... 1 year Sep 15, 2016

& Threat management

[_IEI Data governance

/O Search & investigation



Content retention

Office 365

@ Home

@ Alerts

@ Classifications
Dashboard

EI Data loss prevention

& Threat management

[_IEI Data governance

/O Search & investigation

Security & Compliance

Search for users or alerts

Locations applied

Policy properties

Status

¥
[
AN ?
Cancel
Mame Inclusion
EE Exchange Mailboxes 1 mailbox
Include
B> sharepoint Sites 2 sites
Include
.ﬁ OneDnve For Business 1 people
Include

Hﬁ Groups (mailboxes 8 sites)

a Skype For Business

EE Exchange Public Folders

Exclusion

exclude

exclude

exclude



Content retention

s Office 365

@ Home

@ Alerts

@ Classifications
Dashboard

EI Data loss prevention

& Threat management

[_IEI Data governance

/O Search & investigation

Security & Compliance

Search for users or alerts

Locations applied

Policy properties

Cancel

Office 365

L Search

~ TEST_TEST_SPOPT...

Files

Recent

Shared with me
Discover

Recycle bin

~ Groups
Ignite-Demo

All Sales Team

saadtestgroup

Get the OneDrive apps

Return to classic Onelirive

OneDrive

) Share

&2 Get a link i Download

Files

w

&

Marme

DocumentDemo.txt
B& 55NSample_Bookxlsx

@& S5NSample_Word.docx

Drag files here to upload

Eﬁ Delete ses

Modified
% 12 minutes ago
August 26

August 26

1 selected X @

DocumentDemo.txt

_— = = e A

arditard b TEST TEST <SP
edited o TES Cal _3FiAE

~ Properties

Apply protection tag

Mone

None
Clear the protection tog.

~ | Temporary
Retention for 365 days based on creation

date.

Intermediate

e . - | 1 -
Retention for 1825 days based on

creation date

¢ Long-term



eDiscovery and legal hold

 Find, preserve, analyze, R = SR e

and paCkage data for Home eDiscovery

You can also prepare search results for more detailled analysis in Advanced eDiscovery

° ° °
e g a ‘ | | I \/ e St | g a t | O | I Permissions We have a new case management, hold, search, and export experience for you to try. Create a case to check it out.

Looking for your old cases? Go to the eDiscovery Center in SharePoint

oS licies + i S

° O ecurity policies

. .t -t S | | StS Case name Status Last modified v Modified by

: e e g a e O p e C 8' Data management Contoso Audit Active 9/22/2016 6:58 PM Peter Kwan Contoso Audit

& Compliance Case - Internet Explorer - [InPrivate] - - X

Search & investigation

°
S l I ‘ a S ‘ O | | I | a | I ‘ e O r ‘ \ | E MEAENE €  https://protection.office.com/Ucc/eDiscovery/EditComplianceCase.aspx?ActivityCorrelationID=9dc5689f-a48a-8d3¢-0bf &
Content search

Contoso Audit

Audit log search

Quarantine 2 = + 7@ 2

« Single experience across o :

Name Last modified v Status Mailboxes Sites

Office 365 . |
» All background processing

Update statisbcs

Last modified by Peter Kwan

Turn it off

then preserve the content and export the search results for furthe




Protecting sensitive information with DLP

MANAGE DATA LOSS PROTECTION
POLICIES ACROSS 0365 WORKLOADS

One policy definition
iIndependent of workload

C‘D

=8

One policy lifecycle

One set of sensitive
type definitions

ldentify Monitor
Custom classifications (preview)
New DLP Policy from template
Import DLP Policy

Policy tips in Office, web, OneDrive apps

End user
Protect education




Policy tips in SharePoint and OneDrive app

® (= PINIQ T 4 82%W 2:37 PM
OneDrive e
< Policy tip
L [ Open v U Sharelink <= Getlink ¥ Download T Delete  «ee 1selected X (i) & Details
Files Q Check this item for the following issues:
Sacia ity N
4 Name PR LY N DR - Y W -:.‘6 59 L UNIly Ny
X o Item contains the following sensitive
' - - Tt - - ! information: U.S. Social Security Number (SSN)
A U e Policy tip for 'Financial Information.docx ormation: U.S. Social Security Number (SSN)
Sacurity lse Ran
mll Notebooks ANy ey e“‘_
This item conflicts with a policy in your organization. . Last scanned: May 6, 2016
mll Office Lens _ . . _ , , ' SR e 2 If you changed the item after this time, these
Open the item to fix the issues or click Resolve to override the policy or report ST g

Sresmice fmance tesorts P conflicts might not apply
aproblem. FTeemire France fepot Proce - i Ty ' ol o 240 J

mll Project Falcon

taD™e leg. 83

sl Q3 Financials @ Issues "t,m”ﬂids with a policy in your @ Override the policy
ation.
| | e Item contains the following sensitive information: U.S. Social Security licy tip Your decision might be reviewed later by
k! Contoso Active Fisc Number (SSN) your admin
| Move :
e Contoso Marketing Last scanned: 3 days ago E Report an issue
® . Financial Informatic Activity . Think this item doesn't conflict with your
Security Issue R organization's policies?
IE5A4790.psd
| Jeremy Mazner edited View policy t
= |E5A4809.ai ‘Financial Information.d...” ° This i:)eom zOl
Close 9/23/2016 at 3:05 PM iwati
organization

|IE5A4828.psd

~ |IE5A4844 al September 15 Jeremy Mazner 9 Jeremy Mazner renamed Keep offline

"Documentl.docx" to
"Financial Information.d...”

m| Jeremy @ Contoso 4 days ago Jeremy Mazner 9/23/2016 at 3:05 PM Type
" Loyalty Program Meetup.eml September 19 Jeremy Mazner Size
Jeremy Mazner made edits ¥ Craatad
. " , reaie
g New Products Pricing.pptx September 18 Jeremy Mazner 9/23/2016 at 3:05 PM

Modified 3/23/16 1:29 PM



Closing thoughts




Best practices

e Minimize ECM in default libraries

- Common repository across the suite
 Create new libraries

» Reuse common fields as site columns
» Do not overwrite default content types

» Minimize MMS complex pinning, reuse it hybrid is on
roadmap

» Strategize use of hub-based content types (don't
overdo)
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The IT Balancing Act




The IT Balancing Act

Worker Expectations

Work from anywhere

Unified view Into content

Use own devices (BYOD)

Simplicity



The IT Balancing Act

Enterprise Requirements

Manage mobile records

Prevent data loss

Meet compliance

Content In SharePoint & Office 365



Most Useful Capabilities for Mobile Apps for SharePoint

AlIM SharePoint Industry Watch Report, August 2016

90%

32 % 0
/0
o 30%
/9%

Control Work Apply & edit Mobile Full
document offline metadata device corporate
distribution governance  intranet on

a mobile

device



Colligo Engage 2016

Content Hub for the Digital Workplace

Colligo Apps



Colligo Engage 2016

Content Hub for the Digital Workplace

Colligo Console

Colligo Apps



Flight Directors Deliver Award-
Winning On-Flight Service

One-stop-shop for all crew information

Mobile metadata speeds findability

Offline access In flight, hotels & shuttle

Electronic manuals meet compliance




Distributed Materials & Pricing to
IPads Enable Sales Anywhere

Improved ECM with SharePoint

T ] e R B D B -
W T R N M T T T T T T T

Central control over content distribution

E
p
a

Up-to-date regional pricing & inventory

Offline sale enablement anytime, anywhere




Aerospace & Defense Company
Keeps Mobile Content Secure

Offline access in remote environments

Multi-factor authentication

Central mobile policy deployment

Tracking, reporting & analytics




Mobile Productivity Requirements

Optimized with Colligo

Create, Share & Discover SharePoint Content
“Single Pane of Glass™ for Server & Online

Offline Access, Editing & Authoring

Editing of Content Through Native Applications

Engaging Apps that Drive Instant Adoption




Information Governance Requirements

Made Mobile with Colligo

Mobile Records Management Across Devices

Content Type Selection to Apply Retention Policies

Managed Metadata Application for Content Classification
Push Content & Policies to Devices

Reporting & Analytics on User Activities




Security Requirements

Made Mobile with Colligo

AD & Sophisticated Multi-Factor Authentication

Remote Wipe, Blacklist, Disable “Open In” & Printing

Audit Trail Aids Data Loss Prevention & ldentification

Passcode Enabled with Automatic Data Deletion

Encryption In Transit & At Rest




C colligo
Colligo Engage 2016

Mobilize: Available for:

B> @] Oa88 OSXIOS

Get 5 users for FREE
colligo.com
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